TECHNICAL SUPPORT ARTICLE

Relates to issue: TSA0002: Being 'timed-out' or denied
access to modules in less than the set time-out period

www.qudos-software.com

Notes for IIS Settings

General

Qudos 3 has its own time-out setting in the Management Console. This is typically set to 30 or 60
minutes. As a web application, Qudos 3 may also be affected by settings in IIS.

This issue may be caused by time-out settings in IIS being lower than the time-out
setting in the Qudos Management Console. There are time-out settings in several places in IIS. If they
are all set to 1 minute more than the Qudos setting, the problem should be solved. The document
includes screen shots for both IIS6 and 7. The screen shots are for a time-out of 30 minutes. This
should be adjusted to suit your installation.

Details and screen shots on following pages.



http://www.qudos-software.com/

Windows Server 2008/Vista with IIS7

Time-Out Settings

Set the Application Pool Idle Time-out setting to 1 minute higher than the Application Time-
out (in the Qudos Management Console)

0’; Application Pools

A Advanced Settings
E (General) =
.NET Framework Versicn v2.0
Managed Pipeline Mode Classic
: _ Classic .NET AppPool
L= Defé Queue Length 1000 =
Start Automatically True
B CPU
Limit 0
Limit Action NoAction -
Limit Interval (minutes) 10
Processor Affinity Enabled False
Processor Affinity Mask 4294967295
El Process Model
Identity NetworkService
Idle Time-out (minutes) 31
Load User Profile False
Maximum Worker Processes 1
Ping Enabled True
Ping Maximum Response Time (s 90 -
Name
[name] The application pool name is the unique identifier for the
application pool.
oK | | Concel |

Set the Session Time-out for the Application




- Session State
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tate Server

Connection string:

[tepip=127.001:42424 - | Create...

Time-out (in seconds)

10

) SQL Server

Connection string:

{data source=127.0.01;Trusted_Connection=yes v| l Create...

Time-out (in seconds);

30
["] Enable custom database

Cookie Settings
Mode:

| Use Cookies

Name:

ASP.NET_Sessionld

Time-out (in minutes):
31

|| Regenerate expired session ID

Use hosting identity for impersonation

l Features View |@ Content View




Set the Application ASP Session Time-out

& Asp
L=l
Display: Friendly Names b

B Behavior
Code Page 0
Enable Buffering True
Enable Chunked Encoding True
Enable HTML Fallback True
Enable Parent Paths False

Limits Properties
LocaleID 0
Restart On Config Change True

B Compilation

Debugging Properties
Script Language VBScript

B Services

Caching Properties
Com Plus Properties

S secsionproperies

Enable Session State True

Maximum Sessions 4294967295

New ID On Secure Connection True

Time-out 00:31:00
Session Properties

Properties related to ASP session.




Other Settings

Other relevant settings to validate include the following.

9 NET Trust Levels

Use this feature to specify the trust level for managed modules, handlers, and applications.

Trust level:

[Full (internal) v]

9 Authentication
é

Group by: No Grouping X

Name Status Response Type
Anonymous Authentication Enabled

ASP.NET Impersonation Disabled

Basic Authentication Disabled HTTP 401 Challenge
Forms Authentication Enabled HTTP 302 Login/Redirect
Windows Authentication Disabled HTTP 401 Challenge

9 Authorization Rules

H=]
Use this feature to specify rules for authorizing users to access Web sites and applications.

Mode Users Roles Verbs Entry Type
Allow All Users Local




Windows Server 2003 /XP with II1S6

Time-Out Settings

Set the Application Pool Idle Time-out setting to 1 minute higher than the Application Time-
out (in the Qudos Management Console)

I Internet Information Services (I15) Manager 1 =]
':g File Action Vew ‘Window Help | -2l
e | AR XEFRDB 22> m
?:. Internet Information Services ASENETZ Properties 21|
=74 QSERVER (local computer) o oo Performance | Heatth | 1dentity |
[#-_J FTP Sites
=)-_J Application Pools —1dl= Himeout
g ASPHET2 Shutdown worker processes after being idle for
; g E 3t
-gi+ DefaultappPool v {time in minutes): 2
 [#)-g¥# MSSharePaintAppF -
- _J web Sites —Request queue limit
- ) Web Service Extensior [V Limit the kernel request queue (number of requests):; B. 1000

% Default SMTP Yirtual S¢

[+ @ Default NNTP Yirtual S —I Enable CPU monitaring

Maximum CPU use (percentage): 100
Refresh CPU usage numbers (in minutes):

Action performed when CPU usage exceeds maximum CPU use:

lNo action

—Web garden

< | _’I Maximurm number of worker processes:

_ OK Cancel B.pply
L

som || |l o ] B &
gl -l @




Set the ASP Session Timeout for the Application

G5 ASP.NET Configuration Settings =Tx] I

Generall Custom Eumsl Authovizationl Aulhenticationl Application  State Management I Localionsl

— Session state settings

Session state mode: |InProc L‘
Cookieless mode: |UseCookies _:]
Session timeout [minutes): |31

—State server settings

Connection sting; |tcpip=1 27.0.01:42424

Metwork timeout [seconds): 10

—SOL Server settings

Connection string: Idar..a source=127.0.01,Trusted_Connection=yes

IPath: QSERYER/Default Web Site/Qudos 0K Cancel Apply




Application Properties Configuration

Application Configuration

Mappings “ptions |Del:uugging|

— Application configurakian

¥ Enable session skate

Session tirmeout: E 3 minutes

¥ Enable buffering

[ Enatble parent paths

Default A5F language: I YEScript]

A5P scripk Limmeout: E a0 seconds

[ Enable Side by Side assemblies

MManifest file name; I

Cancel

Help




Other Settings

Other relevant settings to validate include the following.

H ASPNET2 Properties 2] x|
HTTP Headers | Custom Errors | ASP.NET |
Virtual Directory | Documents Directory Security

— Authentication and access control

Enable anonymous access and edit the
w authentication methods For this resource. Bt |

- —IP address and domain name restrictions

Grant or deny access ko this resource using
IP addresses or Internet domain names.

Edit... |

IP Address and Domain Name Restrictions E3 I

~IP address access restrictions
By default, all computers will be: o & G[antedaccess

i Except the following: @ " Denied access

g Access IP address [Subnet mask) ]
Add..

= Remove I
Edit, ., | ]
QK Cancel Help |




